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Abstract 

The study aimed to demonstrate how internal control processes 

effectively provide electronic information security. The study used the 

qualitative method. Results showed that the Bank has an effective and 

efficient control environment. Several of its processes still need to be 

improved and strengthened, especially those that deal with determining 

the number of workers required to manage the various operations. By 

identifying numerous deviations and delivering exact operational 

management recommendations for shifting company processes, internal 

control methods enable the bank to promptly make adjustments. Based on 

the findings, the study came out with several recommendations. First, the 

necessary to provide management support for internal control activities 

involving information security, including the provision of qualified 

cadres in the internal audit department and the provision of the training 

they require to recognize emerging threats to information security and 

appropriate counter measures. Second, the necessity of educating the 

financial management team about the value of information assets and 

how to protect them, particularly against technological threats, with a 

focus on less-experienced staff. Third, encouraging staff members to 

obtain professional certifications in information security management. 

Fourth, maintaining the confidentiality of the company's information is 

one of the crucial components of its strategic development, thus it is 

necessary to encourage small businesses to implement effective internal 

control measures appropriate to the scale of their activity to maintain the 

security of their information.  

Keywords: Internal Control; Information Security; Information 

Technology (IT); Internal Audit Function (IAF).  



 

Introduction 

If organizations want to survive in a fiercely competitive environment; 

efficient operational control, strategic direction and the exploitation of 

high-quality information must be taken into account and dependent on, 

organizations of all shapes and sizes must enthusiastically embrace 

information systems and technologies. In order to ensure that all the 

information buried within organizational information systems maintains 

its integrity, confidentiality, and availability; it is crucial that suitable 

security and control measures be implemented (Dhillon & Backhouse, 

2001). The threat to the security of organizational information and 

information systems, however, is also strongly supported by evidence, 

including an increasing number of threats, a more comprehensive range 

of threats, and most crucially, a more serious impact (Angell, 1996). For 

example, natural disasters, theft of equipment and software, unauthorized 

access, and human error are some of the more conventional threats to the 

security of information and systems (Loch et al, 1992), while viruses are 

among the more recent threats (Post & Kagan, 2000) and hacking and 

cyber terrorism (Furnell & Warren, 1999). 

Such dangers are expanding mostly as a result of increased 

interconnection within and across enterprises (Dinnie, 1999; Barnard & 

von Solms, 1998). Particularly, as information security moves from being 

just a "domestic" concern to one that involves third parties, such as 

external business partners, the rise of intra-organizational systems is 

causing issues for businesses (von Solms 1998). 



 

Information security is the collective term for any measures taken to 

safeguard data and information systems from unauthorized access, use, 

disclosure, interruption, alteration, or destruction. United States Code 

2008 computer technology Information security requires an important 

role for IT. IT refers to any technology, including a mix of computer 

hardware, software, and related communications systems that facilitates 

the management, processing, or dissemination of information. Since 

financial reporting, information security, and IT are closely related, the 

majority of businesses have put in place a range of IT controls to abide by 

SOX rules 2005's Damianides (Wallace et al., 2011). 

Information security is the collective term for any measures taken to 

safeguard data and information systems from unauthorized access, use, 

disclosure, interruption, alteration, or destruction (United States Code 

2008). Information security requires a strong foundation in information 

technology (IT). IT refers to any technology, including a mix of computer 

hardware, software, and related communications systems, that facilitates 

the management, processing, or dissemination of information. Since 

financial reporting, information security, and IT are closely related, the 

majority of businesses have put in place a range of IT controls to abide by 

SOX rules (Damianides, 2005). 

Although the accuracy of an organization's financial information and the 

efficacy of internal controls are the key objectives of SOX, SOX does not 

specifically address how IT should be integrated into the SOX 

compliance process. Additionally, the SEC provides minimal advice on 

the use of IT, leaving for ambiguity in how much and what kind of IT is 



 

used in complying with SOX (Brown and Nasuti, 2005). Most firms do 

not require individuals with IT skills to engage in compliance activities, 

according to a 2003 Gartner poll (Leskela and Logan, 2003). Others 

contend that even if IT specialists are participating in the compliance 

process, they might not be knowledgeable about the nuances of internal 

control, which could cause problems with communication, 

implementation, and effectiveness (ITGI 2006). According to an ISACA 

(2011) report, information security risk management should involve more 

than simply a specific group within the information technology (IT) 

function and should also engage other organizational functions, such as 

the internal audit function (IAF). 

For study on internal audit as a governance and risk management method, 

the issue of information security risk management thus provides an 

essential framework (Steinbart et al., 2018). The IAF may have a 

favorable impact on the quality of risk management and internal control 

systems, according to Sarens (2009). The IAF is expected to actively 

contribute to the improvement of procedures and internal controls in 

order to make up for the loss of control that (Sarens & De Beedle, 2006). 

Problem and Questions of The Study 

Research Problem: 

The proliferation of electronic accounting information systems, with all 

its advantages, has led to the emergence of modern risks that were not 

previously known in the paper system, including the security of electronic 

information, which is related to the possibility of information and data 



 

being stolen, lost or modified by individuals from outside the 

organization or by individuals using the system in addition It is not 

possible for programmers to view all the data stored within the databases. 

Questions of The Study 

The problem of the current study can be summarized in the following 

questions: 

1. What is the internal control framework? 

2. How Accounting information systems security effect on the 

banking sector? 

The Study Objectives 

The study seeks to achieve the the following objectives: 

1. To explain the internal control framework. 

2. To suggest how the accounting information systems effect on 

banking sector.  

Methodology 

The study will use the qualitative method. This method aims to first 

ascertain the current state of a specific occurrence before attempting to 

explain it. As a result, it is dependent on the study of reality or the event 

as it actually occurs and is concerned with accurately portraying it 

(Creswell, 2003). 

Because it is regarded as a fundamental scientific inquiry and is widely 

regarded as the sole approach capable of studying many human fields, the 

qualitative method is significant in research. According to its definition, 



 

the qualitative method entails treating the phenomenon as it actually is 

and is concerned with accurately defining it and communicating it both 

qualitatively and statistically (Williams, 2007). 

The study followed the qualitative approach to clarification the 

effectiveness of internal control procedures in providing electronic 

information security through the literature review. 

Definitions 

Internal control is a procedure carried out by a board of directors, 

management, and other staff members of a company and intended to give 

reasonable assurance about the accomplishment of goals related to 

operations, reporting, and compliance (Committee of Sponsoring 

Organizations of the Treadway Commission, 2012). 

Information security is defined by the international standard ISO/IEC 

27002 (2005) as the maintenance of the confidentiality, integrity, and 

availability of information (ISO/IEC 27002, 2005, p. 1). Information can 

exist in a variety of forms according to ISO/IEC 27002 (2005). It can be 

typewritten or printed on paper, electronically stored, sent by email or 

other methods, displayed on film, spoken out, or any number of other 

ways (ISO/IEC 27002, 2005, p. 1). 

Literature Review 

The Objectives of Internal Control 

Three categories of objectives are outlined in the Framework, allowing 

organizations to concentrate on various facets of internal control 



 

(Committee of Sponsoring Organizations of the Treadway Commission, 

2012): 

 Operations Objectives: These concern the efficiency and 

effectiveness of the entity's operations, including objectives for 

operational and financial performance and protecting assets from 

loss.  

 Reporting Objectives: These cover reliability, timeliness, 

transparency, and other criteria outlined by regulators, standard-

setters, or the entity's rules and apply to internal and external 

financial and non-financial reporting.  

 Compliance Objectives: These deal with following the rules and 

laws to which the entity. 

These diverse but overlapping categories handle various requirements and 

may even be the direct responsibility of various individuals. One purpose 

may come under more than one category. Additionally, the three 

categories show what to anticipate from internal control. An organization 

should have a reasonable level of assurance from an internal control 

system that its goals for external reporting and legal and regulatory 

compliance will be met. The manner in which operations under the 

supervision of the organization are carried out will determine whether 

those objectives, which are largely based on laws, rules, regulations, or 

standards created by lawmakers, regulators, and standard setters, are met. 

Internal reporting goals that are not largely influenced by such external 

parties are typically created with more latitude by management and/or the 



 

board. To allow internal reporting to better support the entity's external 

reporting, the business may choose to align its internal and external 

reporting objectives (Committee of Sponsoring Organizations of the 

Treadway Commission, 2012). 

Internal Control  

The information security policy has not, to now, been the focus of clear, 

empirical analysis in the academic literature, despite the fact that its 

importance is widely accepted. An exploratory study project was started 

to look into the adoption, content, dissemination, and impact of 

information security rules in order to assist close this gap. To achieve 

this, senior IS executives in significant UK-based firms were mailed a 

questionnaire. A total of 208 valid replies were received. Although 

policies are now reasonably prevalent, at least among our sample, the 

findings of this study show that there is still a significant amount of 

variation in terms of their substance and dissemination (Fulford and 

Doherty, 2003).  

Businesses have increased the number of resources devoted to efficient 

internal control monitoring as a result of the Sarbanes-Oxley Act of 2002. 

The Masli et al. (2010) study adopts a method for evaluating potential 

outcomes of internal control monitoring practices by taking into account 

explicit benefits associated with monitoring technology as represented by 

internal assurance outcomes, such as the strength of the internal control 

system, and external assurance outcomes, such as the efficiency and 

timeliness of the audit. The findings of the study taken as a whole lend 



 

credence to the benefit-related claims incorporated into the conceptual 

application of efficient internal control monitoring techniques. 

The focus of the paper was on evaluating the financial security of 

insurance company operations as one of the implementation stages for all 

forms of economic control, particularly internal control. In the current 

stage of economic development, the internal management of business 

processes related to the assessment of financial security and the 

assessment of risks in insurance businesses is a pressing concern. 

Furthermore, this area of internal control is not sufficiently developed for 

application in the insurance industry. The article offers an algorithm for 

evaluating an insurance company's financial security in internal control 

and suggests phased monitoring of the evaluation of an insurance 

company's financial risks. The methods of determinative factor analysis 

and an indicative method for setting the standards for evaluating 

indicators were used in the study's methodology. It is determined that the 

internal control of evaluating the financial security of an insurance firm 

must be used as one of the sections of the approach. The study's output 

was the creation of an algorithm for carrying out one of the internal 

control sections utilizing an evaluation of an insurance company's 

financial stability. The article's practical importance comes from the fact 

that its conclusions and recommendations are intended to advance 

contemporary economic control and support genuine company 

optimization. According to a survey the authors conducted, the new 

reality has caused people's attitudes on the employment of conventional 

methods to shift, making it necessary to modernize existing ones and 



 

adopt fresh perspectives on economic control methods (Turgaeva et al., 

2020). 

Internal Control Framework  

The internal control framework of an organization should include IT 

controls. IT controls and SOX regulations both call for the protection and 

oversight of a company's financial data. Information security 

management is a challenging process that, when properly managed, aids 

firms in achieving and maintaining SOX compliance. The conclusions of 

this study not only describe the IT controls already in use, but also offer 

suggestions for future research that will build on the existing findings to 

create tactics to help firms install information security controls that 

support and sustain SOX compliance. 

The internal control framework of an organization should include IT 

controls. IT controls and SOX regulations both call for the protection and 

oversight of a company's financial data. Information security 

management is a challenging process that, when properly managed, aids 

firms in achieving and maintaining SOX compliance. The conclusions of 

this study not only describe the IT controls already in use, but also offer 

suggestions for future research that will build on the existing findings to 

create tactics to help firms install information security controls that 

support and sustain SOX compliance (Wallace et al., 2011). 

Accounting information systems security is significant in the banking 

sector due to its critical role in generating high-quality financial services. 

Additionally, terminals strive to give decision-makers reliable 



 

information, enhancing and developing the performance of these services, 

and boosting their sufficiency and efficacy in the banking industry. The 

purpose of the current study is to investigate how putting in place 

information technology governance structures might improve the security 

of electronic accounting systems. Additionally, it aims to evaluate the 

prerequisites for applying the COBIT framework processes for the Trade 

Bank of Iraq's implementation of information technology governance. 

The findings demonstrate that the Bank has a suitable and suitable control 

environment. It still has to be improved and enhanced in several of its 

processes, particularly those that deal with estimating the number of 

employees needed to run the Bank's various operations and assigning 

authority and responsibility to the banking industry. As these units take 

some of the essential steps to address those banking risks, there are also 

banking units in charge of controlling the risks related to information 

security. The internal control team's responsibilities, however, center on 

debating adequate monitoring of the process of providing banking 

services and risk assessment. The Bank also engages in appropriate 

supervision operations to keep an eye on its accounting and financial 

performance. However, they need to pay more attention to the sentences 

that discuss how to properly divide up the jobs given to the employees as 

well as how to make sure that each person may use the complaint box. 

Therefore, the segregation of jobs can function as a helpful monitoring 

tool for increasing client confidence, observing the performance of 

autonomous employees, and continuously enhancing and developing 

performance (Al-Fatlawi et al., 2021). 



 

Information Security 

Companies must now manage information security risks due to the 

growing financial effect of cybercrime. The internal audit function (IAF), 

according to the practitioner literature, can be crucial in both providing 

assurance regarding information security and producing ideas about how 

to enhance the organization's information security. However, there is little 

empirical data to back up this assertion. This study investigates the 

impact of objective measures of the overall efficacy of an organization's 

information security activities on the quality of the interaction between 

internal audit and the information security functions using a distinctive 

data set. The degree of this association has a favorable impact on the 

quantity of reported internal control flaws, instances of noncompliance, 

and security events discovered both before and after they caused the 

company material harm. Additionally, we find that having the chief 

information security officer (CISO) report independently from the IT 

function and having higher levels of management support for information 

security have a positive impact on the quality of the partnership between 

the internal audit and information security functions (Steinbart et al., 

2018).  

The information security policy is one of the most significant information 

security measures. This crucial direction-giving document, however, is 

not always simple to create, and its authors struggle with issues like what 

counts as a policy. As a result, the architects of the policy go to already-

existing sources for assistance. The many worldwide information security 

standards are one of these sources. These criteria are an excellent place to 



 

start when deciding what the information security policy should include, 

but they shouldn't be the only source of information. They lack complete 

coverage, to start with, and they also tend to focus more on the 

procedures required for successfully implementing the information 

security policy. The organization's culture must be considered while 

developing the information security policy as it is considerably more 

crucial than it does so (Höne and Eloff, 2002). 

Conclusion and Recommendation 

The aim of the study is to explain the effectiveness of internal control 

procedures in providing electronic information security through the 

literature review. The study employs qualitative research, a technique 

designed to first determine the current context of a particular event before 

attempting to provide an explanation. As a result, it is reliant on the 

examination of reality or the event as it actually transpires and is 

concerned with faithfully capturing it. 

The results show that the business may decide to align its internal and 

external reporting objectives in order to allow internal reporting to better 

support the entity's external reporting. Internal reporting goals that are not 

significantly influenced by such external parties are typically created with 

more latitude by management and/or the board. The findings demonstrate 

that the Bank has a suitable and suitable control environment. It still has 

to be improved and enhanced in several of its processes, particularly 

those that deal with estimating the number of employees needed to run 

the Bank's various operations and assigning authority and responsibility 



 

to the banking industry. As these units take some of the essential steps to 

address those banking risks, there are also banking units in charge of 

controlling the risks related to information security. The internal control 

team's responsibilities, however, center on debating adequate monitoring 

of the process of providing banking services and risk assessment. The 

Bank also engages in appropriate supervision operations to keep an eye 

on its accounting and financial performance. Internal control procedures 

allow you to quickly make adjustments as a result of discovering various 

deviations and producing precise operational management 

recommendations for changing business processes. They not only 

optimize business processes at an early stage of their implementation. 

Based on the conclusions reached by the study, the study came out with 

the following recommendations: 

 The need for management support for internal control activities on 

information security by providing qualified cadres in the internal 

audit department, in addition to providing the necessary training 

for them to identify new challenges facing information security and 

methods of combating them. 

 The need to provide training and awareness to the financial 

management staff on the importance of information assets and 

methods of preserving them, especially from electronic risks, with 

a focus on less experienced employees. 

 Encouraging employees in companies to obtain professional 

certificates related to information security oversight. 



 

 The need to encourage small companies with the importance of 

applying effective internal control measures commensurate with 

the size of their activity to maintain the security of their 

information, because maintaining the confidentiality of the 

company's information is one of the important elements for its 

strategic development. 

 The need for continuous cooperation and coordination between the 

Internal Audit Department, the Information Technology 

Department, and the Financial Department with regard to 

information security.  
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