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Abstract 

Typically, data mining tends to predict future patterns and behaviors considering current 

repositories and warehouses of data. The adoption of open source software provides more 

independence to the researchers and developers contrasted to the closed source licenses that limit 

rights. In this research, the authors are going to explore and compare five tools amongst WEKA, 

Orange, Rapid Miner, Tanagra, and KNIME. The main purpose is to distinguish the chief 

differences between open source software tools and formerly to classify them into different levels 

of visualization functions: high support, middle support, and low support. At last, the final 

assumption revealed that the best software amongst the investigated tools in terms of visualization 

features is Rapid Miner. 

Keywords: data mining, open source, data mining tool, data visualization. 
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I.INTRODUCTION 

Typically, data mining tends to predict future patterns and behaviors considering current 

repositories and warehouses of data [10]. The main use of data mining tools enables 

decision makers to take knowledge driven from historical databases and formulate it into 

decisions [13]. Many data mining algorithms and techniques have been developed and 

integrated into data mining tools for a purpose of extracting information, evaluating their 

efficiency and accuracy, and using it for prediction [14]. 

The main advantage of open source software is the possibility of free copying, using, 

running, distributing, modifying, and improving. Thus, the adoption of open source 

software provides more independence to the researchers and developers contrasted to the 

closed source licenses that limit rights [15]. On the other hand, the license and constraints 

of open source software should be understood by the developer to save his/her right 

associated with the modification on software [17]. Commonly, the open sources licenses 

are: GNU, GPL, BSD, LGPL, MPL, and NPL [5]. 

Data visualization refers to the use of representation tools to show a dataset through 

figures, charts, diagrams, charts, etc. Different data mining tools accomplish data 

visualization to show the results into visualized charts. 

This research is focused on discussing the presence of the mutual visualization techniques 

in different open source data mining tools. Particularly, different visualization techniques 

will be applied in these tools to extract information from a dataset through classification 

techniques, showing the supported techniques in every tool. The primary source of data of 

this research will be the documentation, tutorials, and user manuals provided by the 

developers of tools. The secondary source of data will be the actual traversing through 

each mentioned tool and practicing each supported visualization technique, and hence 

showing it into charts. 

This line of research falls under comparison studies; it creates a discussion of some 

visualization techniques (supported by open source data mining tools) in order to present 
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an analytical approach given the main specifications and determinations. The authors do 

not have an intention to compare the advantages or disadvantages of open source data 

mining tools, but rather the goal is to establish a comparison between the supported 

visualization techniques in each tool. Lastly but not last, this research will emphasize the 

presence and absence of common visualization techniques, revealing the survival and the 

lack of the advanced visualization functionalities for these tools. 

I.RELATED WORK 

In this section, a set of similar works are introduced to review other ultimate remarks of 

other works and to discriminate this research. The period of the works summarized here 

ranges from 2009 to 2016. 

In the paper of [4], an overview of different open source data mining tools along with their 

features including RapidMiner, KNIME, and WEKA. Thus, a comparison among these 

tools is involved in terms of their advantages and disadvantages to provide interested 

researchers an assistance in selecting the best tool. One revealing point attained by the 

paper is the efficiency of RapidMiner compared to other two tools, guiding researchers to 

choose the most relevant data mining tool to any specific area. 

The authors in [5] surveyed different open source data mining systems free to download 

over internet. The study included a comparison of twelve open source systems in terms of 

general specifications, data mining functions, usability, and data source formats. Thus, the 

advantages and disadvantages were discussed. 

 

 

The authors of [6] presented a comparative study of open source data mining software 

from professionality perspective. They also discussed the real-time challenges associated 

with available data mining tools and the factors affecting the choice of appropriate 

software. The paper showed the how the pre-processing tasks can improve the 
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performance of open source data mining tool when it integrated with agent based 

framework. The results of the work have clarified the functional specifications of open 

source data mining tools that enable the developers to improve data management through 

accurate analysis and evaluation. 

In [11], the author introduced an implementation of Tanagra and Weka data mining tools 

in a healthcare dataset in order to determine the most imperative variables that define the 

diabetes impact on patients using Kidney Function Tests (KFT). The application of C4.5 

algorithm was based on decision trees to compare the results of the two selected data 

mining tools. The author concluded that Tanagra is less error prone and more efficient 

against classification performance compared to Weka, whereas Weka has best 

performance when using the mode of use training set. 

An expert paper presented in [12] that describes the main characteristics of some open 

source data mining tools mostly used by community, mainly Weka, RapidMiner, Orange, 

R, scikit-learn, and KNIME. The paper provides researchers general characteristics of 

most common open source data mining tools and the corresponding advantages and 

disadvantages, considering most functions of data mining (clustering, regression, 

association, classification, visualization, etc.). Therefore, more advanced data mining 

research areas are also involved such as text mining and big data. At result, the paper 

exposed that no single open source data mining tool at the top, but rather every tool has 

cons and pros.  

The main purpose of [16] was to describe the open source data mining software that have 

received much interest in many useful works, considering the advantages and 

disadvantages of these software. Thus, a list of most relevant web addresses, textbooks, 

and several manuals was included to help researchers how to find, use and cite related 

references. The work revealed that the researcher should review the manual of an open 

source data mining tool to decide which good software relevant to students for educational 

purpose. 
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A review of classification algorithms applied on different open source data mining tools is 

presented in [18]. Weka, RapidMiner, Tanagra, Orange, and KNIME were conducted to 

elaborate the correlation between them in terms of the accuracy of classification 

algorithms such as decision tree, naive Bayes, decision stump, and k-nearest neighbour. A 

dataset named Indian Liver Patient (ILP) was tested with classification algorithm using 

some open source data mining software to carry out the accuracies generated by each tool 

and then evaluate their performance. 

A comprehensive analysis of some open source data mining tools is provided in [19] from 

theoretical viewpoint. For each selected tool, several aspects and details such as general 

characteristics, technical specifications, area of specialization, applications and features 

were involved. The work helps researchers to gain an insight of the future development of 

data mining tools through extending more functions to cover more fields efficiently. The 

result can be an efficient data mining product although of the increasing complexity of the 

development procedures and mechanisms. 

The authors of [23] conducted a comparative study for four open source data mining tools 

to reveal the tool suitable to apply classification function to support decision making 

process. The type of dataset affects the performance of classification task carried out by 

each investigated tool. For this reason, six classification algorithms (decision tree, naïve 

Bayes, k-nearest neighbour, support vector machine, zero rule, and one rule) were tested 

on nine different datasets to judge the best tool. The authors revealed that the results of 

classification task changes with the way of implementation and the dataset conducted, 

therapy no single tool is best. 

The work in [25] explored and overviewed the most commonly used open source data 

mining tools with respect to the state of the art and knowledge discovery. The work 

implies that academics, practitioners, and data scientists should select the apt open source 

data mining tool suitable to the requirements of the specified area and field. A detailed 

information was presented to describe each investigated open source data mining tool 
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including the history, development, and the capabilities. The available characteristics of 

the open source data mining tools were organized into a matrix to show their descriptions 

in detail. 

The aim of [26] was to build a predictive model for the probability of default through 

applying six data mining functions. In the paper, an experiment was conducted to 

overcome the shortcoming in the accuracy of the predicted default probability based on 

binary classification by proposing more valuable classification technique based on neural 

network called “sorting smoothing method”. The proposed technique is based on two 

variables, X and Y, where X is the independent variable, Y is the response variable, and 

the simple linear regression is shown as Y = A + B X. 

An overview of different approaches in data mining evolution and development is 

presented in [27], focusing on the user interface aspect. Therefore, a comparison between 

open source data mining tools was presented in terms of the degree of relevance to 

biomedical datasets. To achieve the goal, several representations were applied on open 

source data mining software to show their similarities and dissimilarities in terms of the 

availability of representative model. At result, many of open source data mining software 

have been used in multiple studies with the increasing interest in data science and 

knowledge discovery. 

A. Discussion of related work 

The works [4] [11] [12] and [18] have discussed the common characteristics of open 

source data mining tools mainly Weka, Tanagra, and KNIME. [11] applied the C4.5 

algorithm (classification) to analyze the results of decision trees compared to other 

software. [12] considered the most functions of data mining such as clustering, regression, 

association, classification, and visualization. [18] discussed the accuracy of classification 

algorithms: decision tree, naive Bayes, decision stump, and k-nearest neighbor. 

Moreover, [23] applied classification algorithms: decision tree, naïve Bayes, k-nearest 

neighbor, support vector machine, zero rule, and one rule. [5] introduced a comparison of 
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twelve open source systems in terms of general specifications, data mining functions, 

usability, and data source formats. [6] showed how the pre-processing tasks can improve 

the performance of open source data mining tool when it integrated with agent based 

framework. [27] established the degree of relevance of different data mining software to 

biomedical datasets, while [25] assisted researchers in selecting the open source data 

mining tool suitable to the requirements belonging to the specified area or field. 

 

II. REVIEW OF DATA MINING TOOLS 

Several open source data mining tools are listed below as follows: WEKA, Orange, 

RapidMiner, Tanagra, and KNIME. These tools have general characteristics and 

descriptions that make them at the top of the most popular and largest packages. For this 

reason, the selection of these tools leads to choose this small sample of open source data 

mining tools in addition to the space limitations. 

For more information, the readers could be directed to the wide spread website of the most 

common data mining tools called KDnuggets (http://www.kdnuggets.com/). Therefore, 

the dataset tested in the experiment of this research is taken from UCI Machine Learning 

Repository of datasets, namely default of credit card clients. In the next subsection, a list 

of detailed discussion of the five open source data mining tools is shown providing the 

direct link for downloading. 

A. WEKA (http://www.cs.waikato.ac.nz/ml/weka/) 

WEKA, a short of Waikato Environment for Knowledge Analysis, was developed at 

University of Waikato in New Zealand [3]. It is a suitable software for general data mining 

tasks and machine learning algorithms, and well-matched to develop new machine 

learning algorithms [4]. WEKA was released for free under the General Public License 

(GNU). Primarily, the first origin of WEKA was non-Java version developed for 

analysing agricultural data [25]. It has an active community since it is widely used 

software in academic and business [20]. WEKA is a java based software involves a set of 

http://www.kdnuggets.com/
http://www.cs.waikato.ac.nz/ml/weka/
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machine learning packages. Therefore, WEKA provides developers with API and add-in 

packages. Consequently, WEKA is built into java language and this provides the support 

of .jar files that permit custom programming more than inside WEKA environment [25]. 

B. Orange (http://www.ailab.si/orange) 

Orange is a python-based software suite for data mining and machine learning, 

developed under General Public License (GNU) in 2009 [19]. It is a powerful open source 

data mining tool for beginners and professionals [7]. Hence, it is a python scripting and 

visual programming tool that supports add-ons for text mining, bioinformatics and 

machine learning components [18]. Orange is a full package of data analytics, scripting 

environment, and visualization features. The scripts can be written as an extension of 

C++ and python. However, it does not support big data processing [25]. 

C. RapidMiner(https://my.rapidminer.com/nexus/account/index.html#downloads): 

formerlyknown YALE 

RapidMiner, previously known as Yet Another Learning Environment (YALE), is a data 

mining software was developed by Ralf Klinkenberg, Ingo Mierswa, and Simon fischer at 

the technical University of Dortmund. In 2001, the first original version was known YALE 

[9]. In 2007, the company RapidMiner in Germany developed it and changed its name to 

RapidMiner under AGPL open source license [4]. RapidMiner supports all steps of data 

mining, which make it applicable for research, training, education, application 

development, rapid prototyping, and industrial and business applications [19]. 

RapidMiner is more than a powerful data mining software; it provides the ability to 

integrate its learning models, algorithms, and schemes with R and WEKA scripts [18]. 

There is also a licensed software product of RapidMiner in addition to the open source 

community version. It provides data transformation, modelling, import and export data, 

connecting repository, and evaluating results [25]. 

http://www.ailab.si/orange
https://my.rapidminer.com/nexus/account/index.html#downloads
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D. Tanagra (http://eric.univ-

lyon2.fr/~ricco/tanagra/en/contenu_telechargement_logiciel_tanagra.html) 

Tanagra is the successor of the SPINA software, which is a classification program 

including interactive and visualization techniques with several supervised learning 

algorithms, and it is full featured software of several algorithms implementations [25]. 

Tanagra was developed in 2004 in France. The main purpose of the development of 

Tanagra was for research and teaching. It is an open source developed in Delphi. 

Conversely, it also used for profit activities and commercial use according to the license 

agreement. Additionally, Tanagra does not support big data processing [25]. Multiple 

data mining algorithms are supported by Tanagra including data analysis, statistical 

learning, database area, and machine leaning [18]. 

E. KNIME (https://www.knime.org/downloads/overview) 

KNIME, a short of Konstant Information Miner, was primarily developed in 2004 

(formally released in 2006 under GNU General Public License) by software engineer 

team at University of Konstanz in Germany for pharmaceutical research purpose [4]. 

Later, it has been used in other areas such as business intelligence, customer 

relationship management, financial data analysis and customer data analysis. KNIME 

provides an integration of data manipulation, reporting and integration platform, data 

mining algorithms, and visualization models and methods [19]. It was developed 

through open API modular of the Eclipse platform that enables developers to extend its 

functionalities. It also has commercial licence extensions for open source software that 

can be downloaded [25]. Multiple versions of KNIME were emerged capable with 

different free and open functionalities. KNIME big data extension can be purchased that 

support big data processing, which is not supported by open source [18]. 

 

http://eric.univ-lyon2.fr/~ricco/tanagra/en/contenu_telechargement_logiciel_tanagra.html
http://eric.univ-lyon2.fr/~ricco/tanagra/en/contenu_telechargement_logiciel_tanagra.html
https://www.knime.org/downloads/overview
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III. A COMPARISON OF GENERAL CHARACTERISTICS 

The differences between open source data mining tools have to be determined through 

analysing their parameters such as product track record, compatibility with different 

environments, vendor viability, scope of data mining algorithms, usability, and import 

and export data files. Therefore, general characteristics of open source data mining 

tools should be recognized such as license, programming language, data source, and 

operating system. Thus, the supporting of various data formats like Excel, SQL, Access, 

ARFF, .CSV, ODBC, and MySQL is also very essential to choose a proper data mining 

software. Moreover, another significant feature of open source data mining tools is the 

functionality aspect, which is dedicated to data mining problems and solutions. 

Further, describing the usability aspect shows how an open source data mining tool 

support human interaction, extensibility, and interoperability, and whether the user can 

easily use it in solving real world problems. Additionally, Graphical User Interface (GUI) 

describes how an open source data mining tool is easy to use, user-friendly, and have 

meaningful labels to handle users’ actions. In the following subsection, a discussion of 

the five open source data mining tools is presented considering their specifications. 

A. WEKA 

WEKA is free, extensible java-based open source software that offers various valuable 

features and can run in different platforms. WEKA provides an access to SQL databases, 

and provides the user two options of usability: command line and interface [20]. One of 

the main limitations is the data format constraints that do not accept any format of data 

[4]. The first version of WEKA was released in 1997, and the current version is WEKA 

3.6.11. WEKA is independent to the platform. It supports a wide range of data mining 

algorithms such as pre-processing, clustering, classification, and associations [21]. Three 

graphical user interfaces are supported by WEKA: explorer, experimenter, and 

knowledge flow. Therefore, it supports a simple command line [19]. The main areas 
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supported by WEKA are: association rules. WEKA can import data with binary, ARFF, 

C4.5, and CSV file formats. WEKA cannot be connected to non-java based databases and 

excel, whereas it can be integrated to other java packages [19]. 

B. Orange 

Orange is an open source data mining software that supports graphical user interface. 

The framework of Orange is cross-platform, meaning that it can run on different 

platforms [7]. The current version of Orange software is 2.7. It is compatible with C, C++, 

and python languages [19]. The most common data mining and machine learning 

features are supported by Orange including pre-processing, feature filtering, data 

modelling, exploration methods, and model evaluation [18]. Orange is easy to use for 

beginners and professionals, and it contains add-ons for machine learning algorithms. 

Orange is also specialized for data visualization. On the other hand, Orange has limited 

capabilities of machine learning algorithms, data models representation and reporting 

functionalities [7]. Major standard file types such as excel and CSV files are supported by 

Orange since it can read filed in native tab delimited format. Orange involves data 

widgets that enable users to manipulate data through different processes including 

discretization and concatenation [18]. Orange support major classification techniques 

such as decision trees, K-nearest neighbour, C4.5, Naïve Bayes, support vector machine, 

and CART. Therefore, orange provides regression trees, linear regression, and logistic 

regression [25]. 

C. RapidMiner 

RapidMiner is compatible with different data files such as excel, SPSS, MySQL, SQL 

server, Oracle, etc. it has an independent, cross-platform, and language independent 

[4]. The first version of RapidMiner was released in 2006, whereas the current version is 

RapidMiner 7.2. RapidMiner supports about 22 data input and output file formats [19]. 

RapidMiner is specialized for business solutions including pre-processing, predictive 
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analysis, statistical computing, predictive analysis, and visualization [9]. RapidMiner is 

one of the top data mining tools [25].  

D. Tanagra 

Tanagra or Tanagra Komercinis pasilymas is a simple, easy to understand and use. It is 

free open source machine learning software that can be used for research due to its 

simple user interface. The current version of Tanagra software is 1.4.50, while the most 

common used versions of Tanagra re 1.4 and 2.0 [11]. Three windows are provided by 

Tanagra including data mining components, diagram, and outputs. Drag and drop 

feature makes it usable. Advanced improvements have been presented to Tanagra 

including hierarchical agglomerative clustering and computing time [18]. 

E. KNIME 

KNIME is compatible with WEKA, and it contains an embedded use of R through 

statistical methods [2]. The first version of KNIME has been released in 2004 and the 

current version is KNIME 2.9. It is compatible with windows, OS X, and Linux. KNIME is a 

java-based software that enables users to visualize data flows, pipelines, and data 

models [18]. KNIME provides pre-processing and cleaning, analysis, data mining, and 

modelling [19]. In addition, it was dedicated for chemical structures, business 

intelligence, enterprise reporting, and data mining. It can integrate different data 

sources and databases including CSV, ARFF, SDF, XML, etc. KNIME is written in Java and 

can be extended to add functionalities and plugins on the go [25]. Advanced 

functionalities involve univariate statistics, multivariate statistics, time series analysis, 

data mining, web analytics, image processing, text mining, social media analysis, and 

network analysis [18]. 

Table 1 shows the summary the general specifications of the five open source data 

mining tools. The characteristics can be divided into: Developer, Release Date, 

Programming language, License, Current version, GUI /command line, Main purpose, 
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Areas, Portability, Usability, Compatibility with database, Operating system Platform, 

and Visualization. 

IV. A COMPARISON OF VISUALIZATION TECHNIQUES 

In this section, a comparison study amongst different data visualization techniques 

involved in open source data mining tools is introduced. Some of data visualization 

techniques such as histograms, boxplot, scatter plot, parallel coordinates, etc. are 

investigated and compared between the five open source data mining tools, WEKA, 

Orange, RapidMiner, Tanagra, and KNIME. In the following subsection, a description of 

the dataset selected from UCI website is presented to show dataset schema. 

A. Dataset Description 

The dataset downloaded from the UCI repository is named “default of credit card clients”. 

It purposed at the case of customers’ default payments in Taiwan in order to compare 

different data mining methods such as classification. The goal of using this dataset in this 

research is to compare the visualization functionalities among five data mining tools [26]. 

The dataset consists of 30000 instances and 24 attributes, including the class attribute. 

Table (2) summarizes the information of this dataset. 

Table 1: Dataset description 

Data Set 

Characteristics 

Multivariate Number of 

Attributes 

24 

Number of 

Instances 

30000 Date 

Donated 
2016-01-26 

Area 
Business Associated 

Tasks 
Classification 

Attribute 

Characteristics 

Integer, 

Real 

Missing 

Values 
N/A 
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B. Attributes Information 

The first attribute is the class variable named default payment, which is a binary variable 

(yes=1, no=0). The other 23 attributes are as following: 1) X1: the individual consumer 

credit and family credit (amount of the given credit). 2) X2: gender (1=male, 2=female). 

3) X3: education (1=graduate, 2=university, 3=high school, 4=others). 4) X4: marital 

status: (1=married, 2=single, 3=others). X5: Age in years. X6-X11: history of past 

monthly payments (from April to September, 2005) on am measurement scale for the 

repayment status: -1=pay duly, 1=delayed payment for 1 month, 2=delayed payment for 2 

months, and so on. X12-X17: amount of bill statement (from September to April, 2005). 

X18-X23: amount of previous payment (from September to April, 2005). 

 

Table 2: General information of data mining tools 

Criteria Weka Orange RapidMiner Tanagra KNIME 

Developer 
University of 

Waikato 

of University 

Ljubljana 

University of 

Dortmund 
Developed in France  

University of 

Konstanz 

Release Date 1997 2009 2006 2004 2006 

Programming 

language 
Java C++ & Python Java Java Java 

License GNU GNU AGPL SDL GNU 

Current 

version 
Weka 3.6.11 Orange 2.7 RapidMiner 7.2 1.4.50 KNIME 2.9 

GUI/CL Both GUI Both GUI GUI 

https://en.wikipedia.org/wiki/University_of_Ljubljana
https://en.wikipedia.org/wiki/University_of_Ljubljana
https://en.wikipedia.org/wiki/University_of_Konstanz
https://en.wikipedia.org/wiki/University_of_Konstanz
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Main purpose 
Academic & 

business 
Business solutions 

Business and 

industrial 
Academic & research 

Pharmaceutical 

research 

Portability 

Can be 

Integrated 

into other 

java packages 

Interface with other 

java packages 

Flexible input and 

output file formats 
Limited portability 

Easy integration of 

new algorithms 

Usability Easy to use 
User-friendly 

interface 

Usable for beginner 

and experts 
Easy drag and drop 

Usable, learnable, 

and interactive 

Compatibility 

with database 

ARFF,CSV, 

C4.5 
CSV and Excel 

Most file format 

types 
CSV, excel, and ARFF 

Most file format 

types 

Operating 

system 

Platform 

Supporting 

Independent Cross the platform Independent Cross platform Independent 

 

This dataset aimed to compare the predictive accuracy of probability of default among six 

data mining methods at the case of customers; default payments in Taiwan. The estimated 

probability is predicted to be more useful than simple classification result (credible or no 

credible) from the risk management perspective. The real portability of default is unknown 

so the real portability of default needs novel sorting and smoothing method for estimation. 

The predictive portability of default is X (independent variable), while the real portability 

of default is Y (response variable). The forecasting model produced by artificial neural 

network shows a simple linear regression result (Y=A+BX), which has the highest 

coefficient determination. Based on the results of six data mining methods, the only one 

algorithm that can accurately estimate the real probability of default is artificial neural 

network [26]. 
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Data visualization refers to the use of representation tools to show a dataset through 

figures, charts, diagrams, charts, etc. Different data mining tools accomplish data 

visualization to show the results into visualized charts [22]. In the next subsection, a 

comparison between five open source data mining tools is shown in terms of data 

visualization techniques. Again, the goal is to show the presence of several data 

visualization techniques in each tool. 

A. WEKA 

WEKA contains a set of data analytics, predictive modelling, and visualization tools 

composed with an easy to use graphical user interface [19]. It provides many visualization 

techniques such as 1D single attribute, scatterplot 2D, scatterplot 3D, rotate 3D 

visualization, ROC curves, tree visualizer (decision tree), graph visualizer (Bayesian 

networks), boundary visualizer, and allows plugins. The graphs can be visualized into 

different formats: XML, DOT, and BIF [21]. Therefore, visualization of errors, 

visualization of attributes, and visualization into x and y representation are displayed in 

Appendix: Figure 1, Figure 2, and Figure 4 respectively. 

However, data visualization in WEKA is somewhat limited. Thus, it is not good in 

interfacing with other software [4]. Moreover, sequence modelling (more powerful 

technique) is not supported by the WEKA data mining algorithms [3].  

B. Orange 

Orange is a featured data analysis, visual programming frontend, and data visualization 

tool [19]. Orange provides visualization widgets to perform several graphing techniques 

such as linear projection, bar graphs, and plotting. Other widgets include standard 

evaluation including confusion matrices and ROC curves. Orange environment includes 

data, visualize, classify, regression, evaluate, associate, and unsupervised widgets [7]. In 

addition, association rule mining also includes widgets and unsupervised learning 

capabilities such as principle component analysis and k-means clustering [25]. 
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Orange contains an array of widgets to support many data visualization techniques. 

Therefore, workflow creation is supported by Orange through a linkage between different 

widgets and block [18]. It also supports the following data visualization techniques: scatter 

plot, box plot (see appendix Figure 4), distributions (see appendix Figure 5), trees, 

heatmaps (see appendix Figure 6), linear projection (see appendix Figure 7), mosaic 

display (see appendix Figure 8), bar charts, networks, Pythagorean forest, Pythagorean 

tree, dendrograms, scatter map (see appendix Figure 9), sieve diagram (see appendix 

Figure 10), CN2 rule viewer, and silhouette [16].  

C. RapidMiner 

RapidMiner is a fully featured data mining tool that composes data mining methods and 

data visualization techniques through process flow visualization and program control 

structures visualization [9]. Further, different data modeling techniques are supported such 

as neural networks, support vector machine, decision trees, Naïve Bayes, clustering, and 

logistic and linear regression. RapidMiner enables to create well implementation of 

workflows [25]. Thus, it supports the following data visualization techniques: histogram 

(see appendix Figure 15), parallel coordinates, bars, bar stacked, SOM, survey, blocks, 

Pareto, distribution, web, Pie chart, pie chart 3D, ring, box, box 3D, surface 3D [18], 

andrwes curves (see appendix Figure 11), bubble (see appendix Figure 12) density (see 

appendix Figure 13), deviation (see appendix Figure 14), quantiles (see appendix Figures 

16, 17, and 18), scatter 3D (see appendix Figures 19, 20, 21, and 22), series (see appendix 

Figures 23 and 24), and Sticks (see appendix Figures 25 and 36). 

D. Tanagra 

Tanagra enables data source reading, descriptive statistics, supervised learning, learning 

assessment, instance selection, feature selection, feature construction, association rules, 

regression, clustering, meta supervised learning, and factorial analysis [25]. Tanagra 

supports the following data visualization techniques: correlation scatter plot, multiple 

scatter plot, with the ability to change the axis (see Figures 27 and 28). Tanagra can show 
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the dataset in grid view, which is read only. It also provides the ability to export dataset 

into text files. It creates workflows through adding tasks via diagram menu to processed 

orderly [25].  

E. KNIME 

KNIME provides advanced visualization techniques through familiar rich GUI. The 

traditional diagrams supported by KNIME are: line plots (see appendix Figure 32), box 

plot (see appendix Figure 29), conditional box plot, histograms (see appendix Figure 30 

and 31), scatter plot (see appendix Figure 36), scatter matrices (see appendix Figure 35), 

parallel coordinates (see appendix Figure 33), radar plot, spark line appender, pie charts 

(see appendix Figure 34), lift chart, heatmaps, and bubble charts [19]. It provides the 

ability to export data visualization result through reporting functions to HTML, PNG, 

SVG, and PDF. It has a convenient platform which make it a suitable of statistical, data 

mining and visualization tool [25]. It supports workflows [4]. It has a good interfacing 

with other data mining packages for visualization [19]. 

 

 

 

Table 3: A comparison of visualization techniques 

Tool Visualization techniques Workflow Category 

Weka 

 

1D single attribute, scatterplot 2D, scatterplot 

3D, rotate 3D visualization, ROC curves, 

decision tree, association rules, data clustering, 

graph visualizer (Bayesian networks), boundary 

visualizer, visualization of errors, visualization 

No workflow High support 
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of attributes, and visualization into x and y. 

Orange 

linear projection, bar graphs, plotting, 

confusion matrices, ROC curves, scatter plot, 

box plot, distributions, trees, heatmaps, linear 

projection, mosaic display, bar charts, 

networks, Pythagorean forest, Pythagorean 

tree, dendrograms, scatter map, sieve diagram, 

CN2 rule viewer, and silhouette. 

Support 

workflow 
Medium support 

RapidMiner 

histogram, parallel coordinates, bars, bar 

stacked, SOM, survey, blocks, Pareto, 

distribution, web, Pie chart, pie chart 3D, ring, 

box, box 3D, surface 3D, andrwes curves, 

bubble, density, deviation, quantiles, scatter 

3D, series, and Sticks. 

Support 

workflow 
High support 

Tanagra 

Correlation scatter plot, multiple scatter plot, 

with the ability to change the axis, and grid 

view. 

Support 

workflow 
Low support 

KNIME 

Line plots, box plot, conditional box plot, 

histograms, scatter plot, scatter matrices, 

parallel coordinates, radar plot, spark line 

appender, pie charts, lift chart, heatmaps, and 

bubble charts. 

Support 

workflow 
Medium support 
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V. CONCLUSION 

Based up on the analysis, the main concluding remark can be gained from this research is 

that most investigated tools have excellent data visualization functionality with some 

differences. They are in general powerful data mining tools, useful for research, education, 

training, and academic. More specifically, most of visualization techniques are provided 

by these tools. We recommend researchers to use the high support visualization tools 

presented in this research considering the following points: 1) Data sources and data file 

formats support. 2) The provision of visualized workflows. 3) The provision of more 

relevant-domain data visualization techniques. 4) The support of decision support and 

business applications.  

According to above analysis, the open source data mining tools provide the proper 

environment to researchers and developers for data integration, data mining functions 

development, data and idea exchange, algorithms and methods implementation. The final 

assumption revealed from this research claims that the best software amongst the 

investigated tools in terms of visualization features are WEKA and RapidMiner that 

categorized as high support of visualization features. 
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APPENDIX 

A. WEKA visualization techniques: 

 Visualization errors 

 

Figure 1: WEKA visualize errors 

 Visualization attributes 

 

Figure 2: WEKA visualize attributes 

 Visualization into x and y representation 
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Figure 3: WEKA visualization (x and y) 

B. Orange visualization techniques: 

 Box plot 

 

Figure 4: Orange box plot 

 Distributions 

 

Figure 5: Orange distributions 

 Heat map 
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Figure 6: Orange heat map 

 Linear projection 

 

Figure 7: Orange linear projection 

 Mosaic display 

 

Figure 8: Orange mosaic display 

 Scatter map 
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Figure 9: Orange scatter map 

 Sieve diagram 

 

Figure 10: Orange sieve diagram 

C. RapidMiner visualization techniques 

 Andrwes curves 

 

Figure 11: RapidMiner andrwes curves 

 Bubble 
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Figure 12: RapidMiner bubble 

 Density 

 

Figure 13: RapidMiner density 

 Deviation 

 

Figure 14: RapidMiner deviation 

 Histograms 
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Figure 15: RapidMiner histograms 

 Quantile colour matrix 

 

Figure 16: RapidMiner quantiles color marix 

 Quantile colour 

 

Figure 17: RapidMiner quantiles color 

 Quantiles 
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Figure 18: RapidMiner quantiles 

 Scatter 3D colour 

 

Figure 19: Rapidminer scatter 3D color 

 Scatter 3D 

 

Figure 20: Rapidminer scatter 3D 

 Scatter multiple 
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Figure 21: Rapidminer scatter multiple 

 Scatter plot 

 

Figure 22: Rapidminer scatter plot 

 Series multiple 

 

Figure 23: RapidMiner series multiple 

 Series 
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Figure 24: RapidMiner series 

 Sticks 3D 

 

Figure 25: RapidMiner sticks 3D 

 Sticks 

 

Figure 26: RapidMiner sticks 

D. Tanagra visualization techniques 

 Scatter plot 
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Figure 27: tanagra scatter plot 

 Scatter plot with labels 

 

Figure 28: tanagra scatter plot with labels 

E. KNIME visualization techniques 

 Box plot 

 

Figure 29: KNIME boxplot 

 Histograms 
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Figure 30: KNIME histogram 

 Interactive histograms 

 

Figure 31: KNIME interactive histogram 

 Line plot 

 

Figure 32: KNIME line plot 

 Parallel coordinates 



                                                                                                                                                                                  
www.mecsj.com 

 

35                                     (  9185-2616 ( ISSN ONLINE  
 

 

Figure 33: KNIME parallel coordinates 

 Pie chart 

 

Figure 34: KNIME pie chart 

 Scatter matrix 

 

Figure 35: KNIME scatter matrix 

 Scatter plot 
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Figure 36: KNIME scatter plot 
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Abstract 

This research aimed to explain a set of concepts that reduce the seismic hazard of existing 

buildings and structures by clarifying the philosophy of earthquake-resistant design, and 

to clarify the descriptive or detailed descriptive methods adopted in references and codes. 

The researcher has used the descriptive approach to achieve the objectives of the study. 

This approach is based on reference to studies, articles and books related to the current 

subject to achieve the objectives of the study. The research concluded that there are many 

methods used in strengthening existing buildings and installations in earthquake-prone 

areas. The most important of these methods are making the necessary corrections related 

to the general structural configuration such as reducing the wicks by removing and 

adding the cutters, and reducing the vertical order by adding structural walls and 

repairing the shear in the structural elements by reinforcing the columns by adding steel 

shirts or layers of pure concrete. 

Key words: Rehabilitation, Existing buildings, Resist seismic.  
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1.0 Introduction 

Many countries of the world are exposed to earthquakes of various degrees (large, 

medium, weak). And the Middle East region is considered from the areas that are 

exposed to seismic hazard. Hence, the subject of seismic protection should be addressed 

in designing the subsequent structures to resist earthquakes and protect existing buildings 

and installations. Hwaija (2005) stressed that this protection can be guaranteed by 

strengthening buildings and structures and rehabilitating them to make them able to 

withstand seismic forces. 

The concept of seismic protection strives to preserve human life, protect the structure of 

construction fundamentally, and the safety of non-structural elements comes in the 

second order. Holmes (2000) clarified that when an earthquake of relatively high 

magnitude can occur, the structure of the building can remain intact without damage, 

while the non-structural elements are almost completely destroyed.  

Rai (2005) stressed that the non-structural elements are very expensive elements, and its 

collapse will result in a temporary suspension of investment building, which in turn 

causes material and vital losses for vital institutions, whether service or productive, and 

therefore the attention to these elements is essential. 

2.0 Research importance  

The aim of this research is to explain a set of concepts that reduce the seismic hazard of 

existing buildings and structures by clarifying the philosophy of earthquake-resistant 

design, and clarifying the descriptive or detailed descriptive methods adopted in 

references and codes. And then take the appropriate decision for the reform or restoration 

process in order to: 

1. Prevent the collapse of buildings during the earthquake to maintain the integrity 

of the investor. 

2. Reduce damage to ensure continuity of work during and after the earthquake. 
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It is very important to distinguish between the concept of rehabilitation and the concept 

of reform or restoration, since the last one is concerned with damaged facilities, while 

rehabilitation may not necessarily concerned with damaged facilities. Seismic 

rehabilitation is a procedure used by the structural engineer to strengthen existing 

facilities to resist future earthquakes (Gülkan and Wasti, 2009). 

3.0 Research methodology 

The researcher will use the descriptive approach to achieve the objectives of the study. 

This approach is based on reference to studies, articles and books related to the current 

subject to achieve the objectives of the study. 

4.0 Literature review 

4.1 Seismic Design Philosophy 

Seismic design is certainly different from the classic design that is resistant to other loads 

that other installations are exposed to, such as gravity and wind. Despite the rapid 

development and good understanding of the structural behavior of buildings prone to 

seismic events, there are significant differences in most countries between the theories of 

seismic engineering and their applications at the design and applied levels (Wenk, 2008).  

It is noted that there are many buildings damaged or collapsed due to non-application of 

what is stated in the international seismic codes. Rutherford & Chekene (2006) pointed 

out that the most prominent collapses to buildings are collapses due to the bad enclosure 

of the longitudinal armament in the columns and collapses in the weak link. 

The various mechanisms of collapse do not agree with the philosophy of seismic design, 

which aims to raise the structural efficiency and improve the behavior of elements by 

focusing on the concept of mutability rather than relying on the concept of resistance only 

(Wenk, 2008). The inflexible construction response has become a reality in the 

earthquake-resistant construction design. Sahin (2014) indicated that the most important 

factors affecting the design of buildings and buildings resistant to earthquakes are: 
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1. Acceptable hazard associated with earthquake frequency: it includes designing the 

important installations such as bridges and hospitals on large seismic shocks, 

unlike residential buildings. 

2. Economic considerations: The choice of design intensity varies from country to 

country for various reasons such as the initial cost of construction, maintenance 

costs, loss due to deteriorating construction condition under investment. 

3. The importance of construction and the consequences of its collapse. 

Stratan (2015) clarified that the shear factor is associated with a combination of 

factors such as the seismic zone studied, the importance of origin, the behavior of the 

origin, the dynamic response of the vibrations produced during a particular 

earthquake, and the interaction between origin and foundation soil. Ersoy et al. (2015) 

stated that the effect of seismic forces can be improved by improving the seismic 

response of the origin by selecting the appropriate architectural form, which includes 

simplicity, symmetry, avoidance of sediment in U. L, T, and the hardness of the 

floors. 

 

 

4.2 The evaluation of existing buildings and structures for earthquake resistance 

The process of evaluating the existing buildings and facilities aims to determine the 

degree of public safety and to demonstrate the efficiency of the resistance to the 

seismic acts of the site studied, and then take the appropriate decision to strengthen or 

demolish (Dubina et al., 2014). Vulcu et al. (2012) noted that the assessment process 

is a major primary step in the seismic risk mitigation program and includes the 

following phases: 
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1. Identifying and classifying building models, clarifying all modifications (if any), 

and developing a plan to study seismic safety of existing buildings according to 

their importance. 

2. Investing the data of the previous step to develop a set of procedures and 

qualitative requirements so that the program is implemented based on a set of 

questions related to the properties of buildings and facilities erected. 

3. Analyzing the buildings with their damaged condition, taking into account the 

properties of actual materials and loads. 

4.3 Strengthening and rehabilitating existing buildings and facilities - 

strengthening techniques 

Strengthening and rehabilitating existing buildings and facilities - strengthening 

techniques 

When an existing building must be strengthened, attention must be paid to the 

following factors (Hwaija, 2005): 

1. The level required for the structural resistance of the building 

2. General structure and change required. 

3. Materials of reinforcing elements and their degree of contact with the existing 

construction. 

4. The condition of the foundations and the possibility of building above them. 

5. Period of time for non-investment of construction 

6. The cost of reinforcement 

The efficiency of existing buildings and facilities can be increased by one of the 

following methods (Vulcu et al., 2012): 

1. Minimizing the effect of seismic action. 
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2. Improving the mechanical properties of the building (resistance, hardness, the role 

of vibration), through: 

A. Reducing the building block by removing a certain number of floors or by 

reducing the weight of the walls and the density of their distribution. 

B. Minimizing the distance between the center of gravity and the center of 

hardness to minimize the effects of the wick. 

C. Increasing moderation by connecting the structural elements of horizontal 

forces to each other. 

3. Increasing the number of elements resistant to horizontal forces, this contributes 

to reducing the risk of collapse of one. 

4.4 State of unarmed stone buildings 

This type of building has many weaknesses in terms of seismic resistance and can be 

strengthened in the following ways (Hwaija, 2005): 

1. Make adjustments in the construction mismatch to reduce asymmetry. 

2. Improved communication when orthogonal walls converge by means of steel 

bolts. 

3. Strengthen the wooden hulls by increasing their hardness by covering them with 

a thin layer of reinforced concrete, or removing the roof, thereby improving their 

connection to the bearing walls. 

4. Reinforcing the walls especially when they are cracked with cement. 

5. Strengthening foundations. 

The following Figures (Figure 1, Figure 2) represent examples for methods used for 

strengthening seismic resistance.  
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Figure 

37: Methods used for strengthening seismic resistance (Hwaija, 2005) 

 

 

 

 

 

 

 

 

 

4.5 Status of existing buildings of reinforced concrete 

There are many methods used for seismic rehabilitation of existing concrete structures, 

including: 

1. Provide the columns with armed concrete or steel: This solution is economical, 

and contributes to the lifting of resistance of origin. In contrast, this work affects 

the mechanical properties of the origin when used alone. 

Figure 2: Reinforcement of old or damaged stone building using internal 

and external reinforcement coated with a layer of soft concrete (Hwaija, 

2005) 
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Figure 38: Reinforcing columns using steel sections (Hwaija, 2005) 

 

 

 

 

2. Add reinforced concrete walls: these walls increase the side hardness and 

resistance of origin. 
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Figure 39 :Rehabilitation of a school in Chicago by adding walls to resist earthquakes 

(Gajanan et al., 1996) 

 

3. Use walls filled with external tires to reduce horizontal transitions. 

4. Remove or redesign non-structural walls. 

5. Increase the hardness of high construction built on soft soil. 

6. Add surrounding frames that improve lateral hardness and resistance. 

5.0 Conclusion 

The study aimed to explain a number of basic factors that reduce seismic risk. The study 

also aimed to explain the methods of earthquake-resistant reinforcement and offer 

appropriate techniques in strengthening existing buildings and installations in earthquake-

prone areas, which can be summarized as follows: 

1. Making the necessary corrections related to the general structural configuration 

such as reducing the wicks by removing and adding the cutters, and reducing the 

vertical order by adding structural walls. 
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2. Repairing the shear in the structural elements by reinforcing the columns by 

adding steel shirts or layers of pure concrete. 

Finally, the choice of seismic technology requires engineering wisdom linked to various 

factors, including economic considerations, the nature of an enterprise's investment, and 

architectural considerations. 
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Abstract 

Due to the importance of the transportation system and its impact on the general 

situation of the city, the purpose of this paper was to explain the transportation system, 

its importance, how it works, and the problems it may face, as well as to explain the 

urban transportation plan that can be followed to reduce the problems of the 

transportation system. 

The paper concludes the importance of introducing of different techniques in 

transportation planning and implementation of the smart transportation project, which 

applied depends on several issues, like: the need for a legal framework that supports 

smart applications and services, ensure a strong ICT infrastructure and encourage 

foreign and local investments to raise the city's economy and support the development 

of smart transportation project. 

Keywords:  Transportation System, Smart Urban Transportation Plan, Traffic jams.  
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1. Introduction 

The sectors and systems in the city differ in their importance in influencing the general 

situation of the city in economic, social and environmental aspects, but the 

transportation system is one of the most important systems and most influential of the 

city development. This could be explained due to its ability to link all the systems of the 

city and its parts and residents, which ensures the continuity of the work of each system 

or sector and its effectiveness in providing services to citizens. 

 The advent of the industrial revolution and the noticeable increase in population 

numbers, resulting in increased pressure on the transport network and the emergence 

of many problems with deficiencies in the services that provided by it, this adversely 

affects the rest of the city's services and also significantly affects the economic growth 

and the natural environment of the city. 

Given the importance of this system; a greater attention and focus should be given to 

the development of solutions that help in support and ensure the continuity of the 

system work in a manner that achieves the goals of sustainable development and the 

welfare of the members of society. Since we are in the era of  information and 

communication technology (ICT), the so-called smart cities emerged, where we can take 

advantages from its smart projects such as smart transportation project,  in solving the 

several problems that facing the transportation system in less time, effort and cost 

(Sadek and Saffour, 2013). 
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The purpose of this paper is to highlight the city's transportation system, in terms of:  

1- Explain the transportation system, its importance and how it works. 

2- Explain the problems that facing the transportation system, its causes, and how it 

affects the nature of the system's work. 

3- Explain the Smart urban transportation plan that can be followed to reduce the 

problems of the transportation system. 

 

2. Transportation System 

The transportation system is one of the most important systems in the city. It is similar 

to the network of nerves in the human body that connects all parts of the body to each 

other. It connects all parts and systems of the city and its inhabitants to each other, thus 

can lead to facilitate the movement of the population and goods, and improve the 

status of different sectors in terms of the efficiency  of services that provided to citizens 

and the possibility of achieving sustainable development in the environmental, 

economic and social aspects, The basis for the success and development of any city 

depends on the existence of an effective transportation system capable of meeting the 

.., 2016)et alDumitru needs of present and future generations( 

The benefits of transportation system can be achieved through the depending on these 

three basic components (Boyce, 2009): 

- Transport vehicles: move of people and goods from one place to another in a way that 

reduces traffic jams and traffic accidents and also saves the environment from toxic 

emissions. 
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- Space or roads: a network of roads that connected to each other to facilitate 

movement from one place to another 

- Instructions or procedures that helping in control the movement of people and 

vehicles in the roads. 

 

2.1 Transportation system problems 

While the transportation system has positive effects, it has many negative effects that 

lead to many failures and problems in the system (traffic jams are the significant 

example of these problems).the occurrence of traffic jams affect all aspects of the city 

such as state of the road and deteriorating the social, economic and environmental 

conditions in the city (Boyce, 2009). 

So what is the meaning of traffic jams and its impact on the city and traffic situation? 

What are the causes of traffic jams and the failure of the transportation system? 

All of these questions will be answered in this research paper as follow; 

 

2.1.1 Traffic jams and its impact on the state of transport and traffic 

Traffic jams means a rise in the number of vehicles on the roads and the inability of 

these roads and intersections to absorb traffic flow precisely at peak hours.  The 

occurrences of this  type of problems depends on a number of factors, such as 

increasing the number of public and private transportation means, as well as the 

increase in the number of social, recreational and economic activities in urban cities. 

The appearance of these problems leads to increased pressure on roads and thus 
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deterioration in the level of road services, the forms of this deterioration are (corrieia 

and wuenstel, 2011): 

-  High running cost for different transportation methods. 

- Disables access of emergency vehicles to their destination. 

- High levels of noise and air pollution caused from vehicles. 

-  Increase the arrival time of goods and passengers to their destination. 

- Increase the probability of accidents. 

 

2.1.2 The causes of traffic jams and the failure of the transportation system  

One of the most important aspects that negatively affects the transportation system 

and leads to its failure, is the existence of defects in how to manage all aspects of the 

system, and these defects represent as(corrieia and wuenstel, 2011): 

-  Poor regulation of signal time commensurate with the volume of traffic. 

- Lack of commitment in the tracks that specific for roads. 

- Non relying on digital techniques in regulating the traffic. 

- Designing road in a wrong way. 

- Ignoring of land uses regulation. 

- Neglecting the regulation of public transport. 

- Lack of public parking spaces especially in commercial places.  

- Weak of policies and procedures that controlling road traffic. 
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- The lack of commitment of drivers to the speed specified in the roads and thus 

increases the probability of traffic accidents. 

 

 

 

3. Smart Urban Transportation Plan  

To reduce the multiple problems that facing transport and traffic, a smart and 

innovative plan based on a study of the traffic situation in the city must be followed, and 

this is done by collecting data and managing, organizing it using different databases and 

then getting the existing situation reports, after obtaining these reports we can 

determine  the traffic situation in the city and  the nature of the roads, the uses of 

surrounding lands and places of concentration of traffic jams, then, either do preventive 

planning and immediate treatment of problems which do not require a feasibility study 

and the high financial costs, or do the long-term planning and treatment, which depends 

on the development of a smart urban transportation plan which includes the 

development of smart transportation project, the determination of what it need of 

information and communication technology, and the key performance indicators (KPIs) 

,through which it is possible to ensure that the smart plan is implemented effectively 

depending on a set of principles such as comprehensiveness, comparability, availability, 

independence, simplicity and timeliness. And this plan can be done only after the 

adopted of the political approval of the plan, figure (1). 
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Figure (1): Suggested approach to Smart transportation planning 

 

So what is the smart transportation project and what are its requirements and the 

challenges it can face? 

                  Studying the status of traffic in the city 

Develop planning and development procedures for the current situation 

Prepare existing 

situation reports 

Database management Collecting data 

Long-term planning and 

treatment of problems 

Preventive planning and immediate 

treatment of problems 

Political approval 

Smart urban transportation plan 

Smart transportation system Key performance indicators 

Implementation and evaluation of the plan 
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3.1 Smart transportation project 

The Smart Transportation project is based on a modern, innovative system that 

integrates ICTs in roads and vehicles to get different information of the performance of 

transportation facilities and transportation demand as well as information on weather, 

environmental conditions, traffic accidents and places of its occurrence, in order to 

access safe and sustainable transportation systems that rely through its work on 

modern electronic systems (Kueper, 2008). 

This type of project focuses on the development of transportation services in the city 

and access to smart services that meet the needs of citizens and their desires and in this 

project must identify of the necessary investments and develop feasibility studies and 

costs related to its implementation. 

 

3.1.1 Smart transportation project requirements 

In order to implement the Smart transportation project efficiently, there must be many 

digital technologies, such as (corrieia and wuenstel, 2011): 

- Data collection techniques, such as monitoring cameras and sensors. 

- Data processing technologies that are hardware and software that process the data 

collected. 
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- Information transfer technologies such as smart traffic lights that transmit data 

processing results on the ground, and this is done by linking  traffic lights to its control 

systems such as Sydney Coordinated Adaptive Traffic System(SCATS), which depends on 

the sensors that are placed near parking line in the roads and collects data and sent it to 

the control center, and thus the ability to control the time of light signal commensurate 

with traffic density, then traffic jams can be minimized and reduce emissions of air 

.., 2006)et alWilson pollutants ( 

- Geographic Positioning System (GPS), which helps in positioning while driving. 

- Geographic Information System (GIS), which helps to analyze road networks and find 

the best tracks. 

3.1.2 The Challenges of creating an smart transportation project 

There are many challenges that may face the creation of smart transportation project, 

such as (Sadek, 2013):  

- The need for a national vision and a legal framework to support the implementation of 

smart projects. 

- Challenges related to security concerns, such as hackers and manipulators with 

software, viruses, and hidden programs. 

- Challenges of the costs of some ICTs. 

- Poor ability of individuals to deal with technologies in the early stages. 

- Weak ICT infrastructure, such as quality and speed of communication, information 

transmission and electronic connectivity. 

- Weak communication and integration between the stakeholders involved in the 

implementation of smart projects. 
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4. Conclusion and recommendations 

One of the most important problems affecting any city development economically, 

socially and environmentally is the problem of traffic jams. There are actually many 

solutions that can limit this problem such as traditional solutions, which expand existing 

roads, built new roads or build tunnels and bridges. But with the importance of the role 

of these solutions in addressing the problem of traffic jams and the negative effects on 

the city and the surrounding environment, it takes a long time and very expensive costs 

when applying it. Therefore, it is necessary to think about developing innovative 

solutions that are distinguished by easy, fast and low cost when applied it. These 

solutions are called as smart solutions that make the new transportation system smarter 

than the traditional one, and this is depends on the use of ICTs which are integrated into 

the planning of transportation systems for access the more efficient and effectiveness 

systems, and this is as a competitive advantage for these systems and it makes it more 

flexible and responsive to the increasing of demand on transport. 

So there are some issues that we need to pay attention to when shifting from traditional 

to smart transportation systems such as; The need for a legal framework that supports 

smart applications and services, Preparing a smart urban plan that includes how to 

exploit the different technologies in serve and develop the transportation system, 

Ensure a strong ICT infrastructure, as well as the need of Awareness campaigns that 

help officials and citizens understand the importance of smart transportation project in 

the city and teach them how to deal with different applications, Encourage foreign and 

local investments to raise the city's economy and develop smart project, Provide ways 

for cooperation and communication between stakeholders and clarify the objectives 

and responsibilities of each, and the development of strategies to ensure the security 

and privacy of the information on which the smart project are based. 
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Abstract 

This study mainly aims to elaborate the impact of the conservatism accounting on the fair 

value accounting. Therefore, we are motivated to shed light on the concept of accounting 

conservatism and fair value in financial accounting. Second goal is to illustrate the main 

characteristics of accounting conservatism and fair value. Third goal is to explain the 

impact of the accounting conservatism on the fair value. 

This study attempts to investigate whether the accounting conservatism is related to 

firms’ fair value and their financial decisions. We intend to use the descriptive approach 

in order to achieve the objectives of the study, to review the relevant literature on 

conservatism accounting and fair value, and to test the validity of the formulated 

hypotheses. The descriptive approach is reliable in this type of research, and the design of 

the questionnaire will be included in the study as the main adaptable component 

dependent to this methodology. Certainly, we have a set of variables: the reliability of 

accounting conservatism, the relevance of accounting information, and the benefits to fair 

value. 

Keywords:  Conservatism accounting, fair value, financial accounting, firms. 
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INTRODUCTION 

Many researchers suggested to adopt a number of accounting conservatism measures to 

realize its effect on many interesting areas in the corporation (Bandyopadhyay et al, 

2010). Typically, the current methods used to determine estimates and ensures of 

reasonable assurance on fair value and performance of business were investigated in 

many researches. Thus, the financial audit requirements and management capabilities 

have been conducted relevant to the position, value, and performance estimates of the 

business (Mrša et al, 2012). 

Financial statement is found to provide the useful information to the users to help them in 

making economic decisions. For example, financial statement provides information of 

financial position, changes in financial position, and the performance of the enterprise. 

The employees, investors, suppliers, lenders, customers, and the governmental 

organizations and agencies are the major users of the financial statements (Bertoni and 

Rosa, 2005). Accounting conservatism refers to the outcome of uncertainty in earnings 

presentation of the firms that measured by the difference between returns on investment 

and earnings or the Earnings Response Coefficient (ERC). Particularly, accounting 

conservatism also is called the information asymmetry in accounting; higher implication 

in ERC information asymmetry leads to higher level of conservatism (Mrša et al, 2012). 

The concept of fair value refers to the amount of assets, stable liability, and responsible 

parts in the financial transactions. Fair value could be the market value of an item if the 

market is efficient considered, independent parties, and no information asymmetries 

(Bertoni and Rosa, 2005). Computing fair value requires calculating the current asset 

value by recognizing the income or loss of the asset over period to reflect the value of the 

company. The accounting conservatism is different than fair value with respect to the 

speed of recognizing the financial statement profits; fair value produces asymmetry 

timing realization of unrecognized profits. The caution principle should be neglected in 
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calculating fair value, whereas the accounting conservatism should not be low in firms to 

avoid dangerous dimensions to the investors and firms. Hence, the accounting 

conservatism is safely value beside the urgent and unexpected replications of the 

revenues and asset values. In contrast, relying on fair value extremely might increase the 

potentiality of carrying prices risks suddenly (Al-Awawdeh, 2015). The increasing fair 

value yields more generated revenues of the assets, as well as the income will increase in 

the assess management. Sometimes, the changes in fair value of liabilities and assets have 

not an impact on earning; some standards need to involve the encountered changes 

equally once they are realized and show them in the income statement (Bertoni and Rosa, 

2005).  

Different factors reflect the market prices, i.e. transaction costs, present value of future 

prices, insufficient market liquidity, and solvency risk (Bertoni and Rosa, 2005).The 

factors of the strong impact of the accounting conservative are: ownership, low market 

liquidity, pre-mature revenue recognition, underestimation of bad debt, and transfers of 

risks (Mrša et al, 2012).Several methods can be used to determine the fair value if the 

market value cannot be attuned to find item’s fair value or if they are unavailable. Some 

of these methods are (Bertoni and Rosa, 2005): 

 Disconnected cash flows: the measurements that are employed by appropriate 

discount rate to measure the liabilities and financial assets. 

 Carrying amount: the measurement of short period financial assets such as 

accounts receivable or payable that live in short period of time from the 

origination to the realization, as well as the loans that their prices change 

repeatedly at market over time and do not require a new measuring and 

calculating in the fair value. 

 Valuation models: the measurements measure the derivative financial assets in 

excessively active markets such as stock market that hold an option to gran the 

employees to use derivatives in hedging. 
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Based on the disclosures of the fair value measurements stated under the Statement of 

Financial Accounting Standards (SFAS), the authors of the study identified the extent of 

the choice of firms in terms of fair value measurements. In general, the narrow meeting 

of earning targets conflicted with the conditional conservatism yields less conditionally 

conservative fair value measurements (Badia et al, 2016). 

OBJECTIVES 

This study mainly aims to elaborate the impact of the conservatism accounting on the fair 

value accounting. Therefore, we are motivated to achieve this goal by accomplishing the 

following sub-objectives: 

 To shed light on the concept of accounting conservatism and fair value in 

financial accounting. 

 To illustrate the main characteristics of accounting conservatism and fair value. 

 To explain the impact of the accounting conservatism on the fair value. 

 

QUESTIONS 

This research attempts to investigate whether the accounting conservatism is related to 

firms’ fair value and their financial decisions. Based on the outlined objectives we carry 

out, the main questions we carry to answer are: 

 Are the effects and consequences associated with accounting conservatism 

certainly recognized? 

 Does the accounting conservatism affect the fair value? 

 What are the effects of control variables on accounting conservatism and fair 

value? 
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 What is the type of the relationship between accounting conservatism and fair 

value? 

HYPOTHESES 

The researcher in this study seeks to test and validate the following hypothesis: 

 There is no impact of statistical significance of the accounting conservatism on 

the fair value. 

 There is no significant impact of the control variables of decision supporting and 

financial reporting on accounting conservatism and fair value. 

Moreover, these hypotheses are also divided into two hypotheses: 

- Accounting conservatism contributes to provide the benefits to fair value. 

- There is no relationship between the accounting conservatism and fair value. 

LITERATURE REVIEW 

Most of researches on the accounting conservatism measured the assumption of 

accounting conservatism theoretically by detecting the methods that rely on accounting 

reaction to bad news about the capital market and business risk assessment to adjust 

financial reporting positions. Other literatures described the accounting conservatism as 

an internal generated predictive measure of future cash flows. However, the researchers 

interested in the accounting conservatism should pay a special attention to the direct 

impact of accounting conservatism particularly with respect to the risk mitigation and 

management. Referring to the research on management forecasts and accounting 

conservatism, many researches have argued that the accounting conservatism should 

provide the prediction power to the firms to predict future performance, as well as should 

provide a significant tool for accounting management. 
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In (Lee, 2011), the author has examined the association between conservatism and the 

financial flexibility and financial decisions. In other words, the study explored the pay-

out policies, liquidity management, investment cash flow sensitivity, and choice of debt 

or equity financing. The main findings of the study demonstrated that firms with larger 

conservatism showed lower flexible financial decisions. Therefore, the accounting 

conservatism declines the presence and the strength of firms’ balance sheet that let 

managers to behave more conservatively and financially constrained in more financial 

decisions. The paper has been developed due to the lack of the evidence on the effect of 

conservatism on corporate decisions in the literature. The suggestions presented by the 

paper confirmed that if debt contracting is more costly, the firms report more 

conservatively behave. Moreover, the firms exhibit less flexible finance particularly in 

financial decisions. In conclusion, the study provided a defence to the reasons that let 

standard setters desire free of bias and neutral accounting information, and the causes of 

avoiding the concept of conservatism in the conceptual framework. 

The authors of (Elkotayni et al, 2014) intended to show the relation between the financial 

failures and the accounting conservatism in 60 industrial corporations listed on the 

Amman Stock Exchange (ASE) in order to build a prediction of the failure in early and 

advanced stages. The focus was on the measuring the level of the conservatism 

documented by the investigated corporations. The authors used two models: Basu, 1997 

and Altman and mccough, 1995 to forecast the financial failures to achieve their intended 

objectives. They used multiple linear regression model in testing the study hypotheses. 

The study was conducted in the period from 2008 to 2012. The results of the study have 

confirmed previous studies that their results are consistent with the result saying that 

there is an accepted degree of accounting conservatism in the conducted corporations and 

there is a weak influence of the accounting conservatism on the prediction of financial 

failures in these corporations. The accuracy of the proposed prediction model was 88%. 

The authors recommended the governmental organizations in Amman Financial Market 

compel corporations to follow the universal average of the accounting conservatism to 
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reduce the risks of the financial failures. Moreover, they argued to monitor operating in 

Jordan to increase audit procedures and verifications that yield more transparency, 

fairness, activated control, customers commitment, and accurate financial reports. 

Finally, the accounting conservatism is one of the indicators of failures and leads the 

corporation to financial failures. 

The study of (Elfaki and Hammad, 2015), addressed the effect of the application fair 

value accounting on the characteristics of accounting information. Three approaches: 

descriptive, inductive, and deductive have been followed to achieve the objectives of the 

study. From literature, many studies have reviewed the impact of fair value accounting 

and analysed its components using the inductive approach, whereas the researcher 

adopted the deductive approach to formulate the hypotheses of the study. Therefore, the 

researcher used the descriptive and statistical approach to analyse questionnaire data in 

social studies. The study recognized a positive relationship of the fair value accounting; it 

produces useful information for financial statements creation, reliability of accounting 

information and decision-making. 

The study of (Al-Awawdeh, 2015) aimed to check the impact of the accounting 

conservatism on the fair value in Jordan. The study has accompanied a survey on a 

sample of 30 Jordanian industrial companies over six years from 2006 to 2013. The study 

selected fair value as a dependent variable, whereas the accounting conservatism was 

selected as an independent variable. In addition, there were five control variables, 

specifically the proportion of fixed assets, the size of the company, the ratio of 

ownership, the rate of assets realization, and distributed dividends. The results of the 

study showed that there is a difference between the degree of incorporating accounting 

conservatism in the operations of the conducted industrial Jordanian companies and the 

state of accounting conservatism.  Therefore, the authors noticed the presence of a 

variation in the conducted companies size, the responsibility percentage, and the 

distributed profits rates.  In general, the fixed assets ratio of the conducted companies is 
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closer. In conclusion, the study demonstrated the reverse relation between the accounting 

conservatism and the fair value. Moreover, the critical role of the low accounting 

conservatism in fair value was clarified, therefore. the relationship between the 

accounting conservatism and fair value is negative. The results also revealed that control 

variables have an impact on fair value, i.e. the company profitability and assets showed a 

positive relationship, and the ratio of debts showed a negative impact on fair value.  

In the paper of (Mrša et al, 2012), a survey of the related accounting approaches that deal 

with information asymmetry, harmonization, and uncertainties implications was piloted 

for fewer developments of the capital markets. More conservative and aggressive 

accounting policy approaches lead to more quality of accounting information. The paper 

added a special interest in the latest updates on International Financial Reporting 

Standards (IFRS) conjunction, mainly for United States Generally Accepted Accounting 

Principles (US GAAPs) and consistent with the Financial Accounting Standards (FAS) 

Boards statement that reported comprehensive income and fair value measurement. The 

paper recommended to follow the accounting standard setters principles regarding the 

uncertainty and accounting conservatism for better quality in financial reporting quality 

measurement. Additionally, the firm’s management is not able to follow these standards 

and principles. 

In (Manganaris et al, 2011), the authors examined the status of the conservatism and fair 

value existing in four European countries namely British, Greece, France, and Germany. 

The study has covered the existing conservatism over the period of 1999-2008, and the 

level of the change over the same period in order to determine the impact of conservatism 

on the earnings value. The approach implemented by the study was regression model 

using Basu’s and Easton and Harris’s model to measure the conservatism and fair value. 

The results were derived for each country and for each level of conservatism. The main 

evidence was inferred is that the conservatism was located in four countries. However, 

the conservatism in Germany and France was decreased after the IFRS adoption after 
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2005. Therefore, the perception of the fair value in all countries reduced except in UK. In 

conclusion, several institutional factors in European countries have continued to exist 

even after IFRS implementation, whereas the used models by the approach were not 

effectively working in the next time. 

In the paper of (Badia et al, 2016), an examination of the incorporating financial 

instruments was presented. The common belief in unbiased fair value measurements was 

disinterested. The paper added evidence that the higher proportion of financial 

instruments reported higher conservative comprehensive income attributable to fair value 

measurements. The study was conducted on the fair value measurements and reserves of 

the oil and gas companies in order to gain reliable results. When the instruments have not 

price in the market, the market discipline will be limited over the measurements. The 

measurement of fair values was done based on level 2 or 3 inputs. The findings of the 

study are in the same line of the other studies; the fair values with measures level 2 and 3 

are predictably to avoid discounting the measurements by the investors. Thus, the study 

concluded that the conditional conservatism can increase under control and governance 

mechanism, as well as the strength of the firm will increase with respect to the 

conservative reporting. While the earning management incentives will be decreased 

under these conditions. In contrary, there was no relationship between the level 

proportion of fair value measurement and conditional conservatism. 

The authors of the paper (Bertoni and Rosa, 2005) aimed to establish a conceptual outline 

of the decisions made by the International Accounting Standards Broad that set rules of 

financial performance measurement. The paper was established and dominated based on 

the emphasis of accounting conservatism in literature and tradition in Europe. The paper 

examined the problems and challenges rising by the advent of assorted model of 

accounting conservatism outlined in a strongly developed framework with respect of 

cultural and legal factors. The authors of the paper have argued that there was 
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inconsistency in some aspects of the IASB standards, therefore, they believe in the 

neediness to improve the model by involving a comprehensive income in that model. 

An investigation of the effect of accounting conservatism on financial indicators of the 

performance of 12 Jordanian insurance companies listed in Jordan Securities Exchange 

Commission (SEC) was introduced in (Sana’a, 2016). The independent variable was the 

accounting conservatism, while the control variable was the size of the company. The 

study was conducted over the period of 2007 to 2014 based on the market value of the 

share, return on assets, and Earnings Per Share (EPS). The aim of the study was to 

examine the effect of the independent variable namely accounting conservatism and the 

control variable namely the size of the corporation on the financial performance of the 

corporation. The study was conducted in the Jordanian insurance corporations. The 

authors used the annual reports of the companies to collect the necessary data to 

determine the practice of the accounting conservatism policies in that companies. The 

results of the study have confirmed that the Jordanian insurance companies practiced the 

accounting conservatism policies, thereby the impact of the practice of the accounting 

conservatism is positive and significant to the financial performance of that companies. 

The authors concluded that the regulators and official supervisors of the accounting in 

Jordan adopt the proper policies that motivate the companies to accept the level of the 

accounting conservatism with increased their oversight of the Securities Exchange 

Commission. 

METHODOLOGY 

The accounting policy options should take accounting conservatism as a dependent 

variable for explaining the reaction of the firms to uncertainty and future cash flows 

prediction (Mrša et al, 2012). We attempt to specify the trade-off in the cost benefits of 

the accounting conservatism with respect to the financial reports and reporting firms’ 

users. Therefore, we attempt to model the accounting related determinations of the 
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liability and asset liquidity. In other words, we want to identify whether the accounting 

conservatism and fair value measurements can interrelate or overlap. 

We intend to use the descriptive approach in order to achieve the objectives of the study, 

to review the relevant literature on conservatism accounting and fair value, and to test the 

validity of the formulated hypotheses. The descriptive approach is reliable in this type of 

research, and the design of the questionnaire will be included in the study as the main 

adaptable component dependent to this methodology. Certainly, we have a set of 

variables: the reliability of accounting conservatism, the relevance of accounting 

information, and the benefits to fair value.  

In our analytical method, we will provide a description of our vision and insight in order 

to follow the right steps to achieve our goals. In this section, we should identify the 

sample of the study, population, data collection tool, and statistical methods that we will 

use for data analysis. We will select a sample of the 100 companies from the period of 

2016-2018 to review the financial reports published by these companies. We will use 

different statistical tests and methods to validate our hypotheses; T-test, White-test, linear 

regression, F-statistics value, etc. will be used in our analysis. The independent variables 

and control variables will be tested to link them to the accounting conservatism and fair 

value. This study involves a sample of a number of companies working in investment 

firms and banks sector to conduct the survey and collect desired data. 

For evaluation method, we use the regression equations to assess our results based on our 

experiment. Certainly, the use of regression analysis has proved a significant contribution 

to evaluating the impact of different variables on the accounting conservatism. The 

author of this study intends to apply multiple linear regression to test the hypotheses. The 

study uses the multiple regression analysis to test the hypotheses of the study and to 

determine the practice of accounting policies. In addition to multiple linear regression, we 
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will use the least squares approach in the form of regression equations to link the 

independent variable accounting conservatism and control the dependent variables.  

Discussion and Results 

The importance of conservatism appears in the lower cost of debt benefits to borrowers, 

therapy providing lenders interventions and covenant violations that yield more power 

(Lee, 2011). The significance of this study comes from the importance of fair value 

accounting in financial institutions and the role of conservatism accounting in supporting 

fair value to strengthen the positions of the enterprise. 

The importance of this study refers to the following facts: 

 The importance studying and analysing the accounting conservatism and their 

principles and standards to help people interested in, and to identify the effects of 

the accounting conservatism on the fair value of the corporation based on the 

financial reports and earnings. 

 The significance of submitting useful information to the main users of financial 

reports regarding accounting conservatism as a base in decision-making, as well 

as the need of having reliable, objective, and credible financial reports. 

 The lack of providing useful knowledge about the effect of the accounting 

conservatism on the performance of the corporation as one of the important 

indicators of the improved performance and enhanced competitive advantage for 

the corporation. 

 The need of measuring the role of the accounting conservatism in detecting the 

efficiency of the insurance companies. 

 The provision of an added vision to the accounting conservatism investors about 

the developments, regulations, and benefits of incorporating high levels of the 

accounting conservatism especially in terms of the fair value. 
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New accounting standards have been adopted by the accounting standard setters over the 

past time to enhance the practicality of financial information reporting.  In particular, 

most of the developed standards include the early realization of the losses and expenses, 

requiring the involvement of current earnings for future estimates (Bandyopadhyay et al, 

2010). We are motivated from the result of the increasing interest in the accounting 

conservatism and therefore the increasing association between the accounting 

conservatism and the fair value of the corporation. We intend to improve the literature 

relevance to accounting conservatism and its future reflections on the fair value of the 

firms. 

Certainly, this study is not concerned with distinguishing between the effects of the 

conditional against unconditional accounting conservatism. This research will conduct 

both firm-level and industry level analysis through the assessment of the correlations 

between financial reporting information, the indicators of the performance of the firm, the 

accounting conservatism and the fair value.  

The effect of the accounting conservatism has received extensive attention form 

literature, professional, international and regional perspectives. Many researches have 

revealed that the accounting conservatism can improve the performance of the 

corporation and limit the behaviours of the managers. In contrast, other researches have 

reached that the accounting conservatism results negatives to the corporation and 

therefore decreases their performance.  

The impact of accounting conservatism has been explored on many other components of 

the accounting system. The problem of determining the type of the impact of the 

accounting conservatism on the fair value should be investigated, especially 

manufacturing organizations. In this research, we contribute to the discussion the benefits 

and costs of the accounting conservatism through viewing the role of the increasing or 

decreasing accounting conservatism in enhancing the fair value of the corporation. 
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Conclusion 

In this research, we contributed to the discussion the benefits and costs of the accounting 

conservatism through viewing the role of the increasing or decreasing accounting 

conservatism in enhancing the fair value of the corporation. The descriptive approach is 

reliable in this type of research, and the design of the questionnaire was included in the 

study as a main adaptable component dependent to this methodology. Certainly, we have 

specified a set of variables: the reliability of accounting conservatism, the relevance of 

accounting information, and the benefits to fair value. 
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Abstract 

Virtual private network (VPN) technology takes place for creating an encrypted connection 

on a lower network security. The advantage of VPN relies on ensuring the suitable security level to 

the connected systems. 

This paper concerns on security issues of virtual private network (VPN), by reviewing the Cisco Easy 

VPN Server for managing these networks, and reviewing IPsec tunneling technology for enhancing 

the security level, based on security-related problems that networks may face while connected to the 

Internet, and VPN's ability in providing a high productivity, security, and flexibility features.  

 First, VPN categories, benefits, and limitations were reviewed by concerning on its technique. After 

that, IPsec Tunneling Technology was reviewed by illustrating its technique and characteristics. Also, 

the role of Cisco Easy VPN Server in VPN management was clarified due to its importance for all 

sizes of businesses especially the large enterprise networks with Cisco Router and Security Device 

Manager (SDM).    

Keywords:  Virtual private network, IPsec, tunneling technology. 
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1. Introduction 

Virtual Private Network (VPN) is a virtual network that is created under a public network 

infrastructure, such as the World Wide Web. Companies can use VPN to establish a secure 

connection to remote offices and remote users by accessing the Internet through a third party at an 

affordable cost, rather than creating expensive custom WAN links or long distance telephone links 

(Milanovic & Petrovic, 2001). 

VPN provides the highest possible level of security through authentication technologies, IP-

based VPNs, encrypted IPsec, or Secure Sockets Layer (SSL). All of these technologies protect data 

transmitted over VPN networks from unauthorized access.  

Businesses can take advantage of the easy-to-save infrastructure of VPNs to quickly add new 

sites or users. Besides, it can also increase access to VPNs without having to invest heavily in 

infrastructure expansion (CCNA Security 1.0. Cisco Network Academy, 2010). 

There are two types of encrypted VPNs: the IPsec VPN-based from a site location, which 

represent an alternative choice to WAN based on the migration of leased lines, which allows 

companies to extend network resources to Branch offices, home offices, and business partner sites. 

The second type is Remote Access VPN, which can connect any data, audio, or video application to 

the remote desktop. A VPN can be deployed for remote access using SSL VPN, IPsec, or both, 

depending on deployment requirements (Heninger, Kari, Rippon & Rubinshtein, 2011). 

As the high importance of a security issue between any connections which directly affects the 

productivity, Cisco Easy VPN Server will be discussed in this paper as a way of troubleshooting 

complicated network and VPN connectivity issues. As well as, IPsec tunneling technology will be 

studied here as way of enhancing VPN security and confidentiality. 

 

1.1 Study Objectives 

The basic aim of this study is to: 
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Study methods of managing Virtual Private Network (VPN) and the tole of IPsec Tunneling 

Technology in enhancing security level 

The study sub-aims are to: 

1. Highlight the role of VPNs in enhancing communications security for all sizes of businesses, 

especially the large enterprise networks with Cisco Router and Security Device Manager 

(SDM). 

2. Illustrate the role of IPsec tunneling technology in VPN connection between two LANs (site-

to-site VPN) or a remote dial-up user and a LAN. 

3. Study the role of Cisco Easy VPN server in facilitating the deployment process of virtual 

private network (VPN) for remote offices.  

 

2. VPN Categories, Benefits, and Limitations  

 VPNs provide a high productivity, security, and flexibility, which authorize a remote secure 

connection by sites and teleworkers to the corporate network from almost any area, by encrypting 

data on a VPN and denying any unauthorized access to it (Jalava, 2003), as shown in figure [1]. 

  

Figure [1]: VPNs technique overview (Lawrence, 2017)  
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Efficiency is one of the most important benefits in VPNs. without VPN, corporations waste 

high costs in leasing the dedicated expensive WAN links from ISPs and may without an effective 

speed in intercompany transportation. It enables the using of cost-effective, third-party Internet 

transport for connecting remotely, in addition to its role in eliminating the traditional costly dedicated 

WAN links. It also supports high-bandwidth technologies, like Digital Subscriber Loop (DSL); 

decrease the organization's connectivity costs, and raising the bandwidth of remote connection 

(Mason, 2004). 

The second important benefit of VPNs is the scalability, which decrease wasting time in 

creating a new link between headquarter and new branch buildings, by using Internet Service 

Providers (ISPs) infrastructure. This process eases adding and modifying the number of connected 

users, so that companies can add important capacity without needing to add infrastructure (Singh, 

Samaddar, & Misra, 2012). 

Telecommuters and mobile workers are allowed to gain a broadband connectivity for 

accessing to their networks, providing them high efficiency and flexibility, which directly enhancing 

the productivity. 

VPNs supply the highest level of security through using advanced encryption and 

authentication protocols that provide a protection of data from unauthorized access, such as Password 

Authentication Protocol (PAP), Challenge-handshake authentication protocol (CHAP), and 

Extensible Authentication Protocol (EAP). 

In the other side, there are different limitations of VPNs. attackers may target client machine, 

and different bugs or miss-configuration could be exploited using different attacking ways, like VPN 

hijacking, malwares, or man-in-the-middle attacks (Singh, Samaddar, & Misra, 2012).  

In addition, VPN supports limited authentication methods, like PAP, and password is in a 

clear text. Establishing connection should be done by an authenticated user only, and if this 
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authentication is not robust for denying any unauthorized access, network and its resources can be 

attacked (Galán-Jiménez & Gazo-Cervero, 2011).  

 

3. IPsec Tunneling Technology 

A secure network must begin with robust security policies that dictate the security 

deployment in the network, and IPsec protocol is one of examples for securing the transfer process of 

information at the OSI layer. 

The job of IPsec suite takes placed at the Network Layer, for protecting and authenticating 

aim of IP packets between sharable IPsec peers. So, the function of this protocol relies on protecting 

all application traffic virtually, due to the protection ability to be implemented from Layer 4 through 

Layer 7 (Yang, 2011). 

For providing the framework and the network administrator in IPsec, there is just a need to 

select the appropriate algorithms for being sure that the similar algorithms are used between two 

parts, and for investigating the security services. Without obligation of IPsec to particular algorithms, 

novel and better algorithms will be allowed to be performed in the IPsec frame. It has the ability to 

secure the track between site-to-site gateways, the couple of hosts, or to secure a track between 

gateway and host, which implemented the remote access. Figure [2] shows IPsec framework 

(Muirhead & Page, 2010).  
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Figure [2]: IPsec Framework (Yang, 2011) 

 

A VPN connection connects two LANs (site-to-site VPN) or a remote dial-up user and a 

LAN. Flowing traffic between connected points passes out of shared resources. So, IPsec tunnel is 

used for securing VPN communication at passing time. 

IPsec tunneling technology protects entire IP packets, by encrypting the original packets after 

wrapping it, then it sends new IP header after adding it to the other side of the VPN tunnel (IPsec 

peer) (Muirhead & Page, 2010).  

Figure [3] shows an example of IPsec tunneling mode between a connected Cisco VPN Client 

and an IPsec Gateway. First, the traffic from the client is encrypted, and then encapsulated in a novel 

IP packet, after that it sent to the other end. When the traffic is decrypted by the firewall, the original 

IP packet of the client is sent to the local network (Snader, 2015). 
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Figure [3]: IPsec-VPN Tunneling Technology (Snader, 2015) 

 

AH or ESP header of IPsec is inserted between both header of the IP and the upper layer 

protocol. ESP is used more that AH in Tunneling configuration of IPsec-VPN.  

 

 

 

 

4. Cisco Easy VPN Server in VPN Management   

Cisco Easy VPN server facilitates the deployment process of virtual private network (VPN) 

for remote offices. The solution of this server localizes the management of VPN across all Cisco 

VPN devices. So, it will reduce VPN's deployments management complexity. 

Cisco Easy VPN contains both Cisco Easy VPN Remote and Cisco Easy VPN Server 

components. The remote characteristics permit Cisco IOS routers to extradite security policies over a 

connection of VPN tunnel from a Server of Cisco Easy VPN. Also, the remote characteristics have 

the ability to minimize configuration needs at the remote location (Bibraj, Chug, Nath, & Singh, 

2018).  
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This server permits routers of Cisco IOS to work as VPN head end device in remote-access 

VPNs and in site-to-site VPNs. This characteristic raises security policies defined on the side of 

central site to the remote VPN device, which assist in ensuring that these connections have up-to-date 

policies before establishing the connection. 

Cisco Easy VPN supplies automatic configuration and management for parleying tunnel 

parameters and establishing IPsec tunnels. When the user asked for IPsec connection, the extended 

authentication (Xauth) will adds another level of authentication that distinguishes the user. Partition 

tunneling allows the remote router to route the Internet-destined traffic immediately without needing 

to forward it over the encrypted tunnel. So, this process is easier now for all sizes of businesses 

especially the large enterprise networks with Cisco Router and Security Device Manager (SDM) 

(Bibraj et al., 2018). 

 

Figure [4]: Example of Cisco Easy VPN Server and Xauth () 

 

In addition to the authentication process which is done by shared key, Xauth provides an extra 

level of authentication for recognizing the user who asks a request of IPsec connection, as shown in 

the example in figure [4]. The remote site waits for a challenge of “username/password” after 
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establishing the Internet Key Exchange (IKE) Security Association (Khalid, Asati, Patil & Akhter, 

2011). 

Using Cisco Easy VPN Server, configuration of Split Tunneling is done, and is loaded on the 

Cisco Easy VPN Remote dynamically. This type of tunneling allows a direct Internet intended 

traffic's routing of the remote router without needing to forward it through the encrypted tunnel. 

 

 

 

 

 

5. Conclusion  

Virtual Private Networks (VPNs) divided into two categories, depending on the security 

characteristics in place: IPsec or SSL. IPsec-based VPNs allow the security layer to be a portion of 

the network, which will increase protection for all traffics flowing in and out of the network. 

IPsec tunneling has a big important role in enhancing VPNs' security, because it based on the 

network level, and it is totally hidden in its operation. So, there is no need to learn about it by end 

users and they never interact with it directly. This is an added security layer for the VPNs running on 

IPsec. 

In addition to IPsec tunneling Cisco Easy VPN was reviewed. Basic configuration and 

management of Cisco routers are configured with Command Line Interface (CLI). but, Cisco 

presented  Graphical User Interface (GUI) tools for management objectives, like Cisco Easy VPN, it 

can deals with all network managers, essentially the large enterprise networks with Cisco Router and 

Security Device Manager (SDM). This server added another security feature by enhancing 

authentication method by splitting tunneling.  
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